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8 DT EEADAEIET vy 7 LEOELELZ,

9 BEE LT~ AT D7 AN E AR LESELELT,

10 MEOVH LT Gl U AR IR S AL TRV APLSFEONHHE NV E L 72,

11 THEANE G EHE DA —E2FTLIOELELL,

12 RL 7 B EANT AT bha—T VT4 & FTLIOELELT,

13 BRL 7 o AN A H CTHEMLIZ Ay TF 77 ANV EEITLIOELEL,

14 RL7 B AN LA—E —%2F 7 Fr—LIOELELT,

15 TREANKET 0T T LEEBLIHEL TOET,

16 TV a ISR —E AR R LSO ELELT,

17 Tt ANRF—Aha— I EH LI LELT,

18 FEL 7" mE 27 Windows 7> 7 & A AR—/LLEHELELT, A3AT =7 (TR H
SNDATREMEDN DD E,

19 7'rE A8 ZwloadDriver ZIFONMHZEHELELTZ,

20 T a ANEEALHEIR TIY¥Device¥¥PhysicalMemory | ZBHZ2 & L E LT,

21 TR RN IRT HiR B LT, RIA N\ Z it iAb) ELELT,

22 TIVr—arinHEEHO T a e AEALLYELELE,

23 TV = ar SRR GIET T 7 ANV Eae — LIS L LT,

24 TV —arBNA G BE DT AT T LT ANVEEHEIE LT IR ETEEOEL
TWET,

25 TIV = arBBSBE DT TAT AN EEXWZ IHELTNET,

26 TN = a AR E AT RS L TOET

27 TV = ar Mo 7T AR ALL I EL TVET,

28 TaR R HOSTS 77 ANV E RIEICER L, BERT v 77— Ml L&
HIELFELT,

29 TaRABRIAT OBEFATIEITT 7 ANV ERELIOELELT,
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\

Sy X5

$$_DetectionReason_$$  [$$_ DetectionReasonString_$$

30 RBLTBEAN AT LDT 7 AT U+ — NV E BN T 58, LA EZEFLES
ELEL,

31 TR APMUD T B RAET Ny CELHE) LUANEEFLLOELELL,

32 FEL 7 &A% Windows EEBNRFIZ B B NFATINDHLD, LYANEETLEHE
LEL,

33 fRL 7 e A0 A DR GEICE T HRNE RV VAN R ELITVVEL,

34 RER7 7 ANVHIBREIR L E LT,

35 REFIRT 7 ANV ERRE L E LT,

36 R 7o AL RERIMLE LT,

37 REFILAEYEWZ AL E LT,

38 MBI AT 2B oL ELTE,

39 LUANMITEREH DT —FeEZIALIELEL,

40 TOBEANRERT 7 AN RR R ELT,

41 R~/ E IRV T ML £,

42 H O ERIC LD R E T e A E AR L £ LT,

43 TFANVARNANT 2T DRI LELTZ,

44 TRERANIVT R MERASDARKIRT 78 A B E LT,

45 REF72 DLL FEFmA B A L E LTz,

46 REFTRMER SR AR L E LT,

47 RIS EH T 0 S L0 ER AR LELE,

48 R~ m ORI LEL,
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Windows Defender # HH(# i & 1—F 16)DIBE

a—F XE i

$$_DetectionReason_ $$  [$$_ DetectionReasonString $$

0 Trojan:Win32/Ymacco.AA6B FRHHEL R = — R0 BEELZRVET A, M
Program:Win32/Vigram.A 72&  |HHO 3 F 1% Windows Defender 23 5- L7z~

NI =T HEIRVET,
EDnEE

a—F X5 i

$$_DetectionReason_$$  |$$_ DetectionReasonString_$$

0 TV ra—RISUEE  |FIZa—RIE0 &80, SUEIE yaral =27 8 CHE

RTEDLILFHNEIRET,
EERRARS

[EH#15]20$$ Extermination $$13=1—F (345°) (2, $$_ExterminationString $$135xf &3 DL F T

SHDVETS,

a—pF XE B

$$_Extermination_$$  |$$_ExterminationString $$

0 BRERSAL TR BRBRZAT > TRV IREE T,

1 Pefgitr b (BEER) BRbR=~ R ARAR 572D Y%7 747 o Mgkt

THDOERF> TODIREETT,
2 BIRR IIAT MR Ra~ U Rk G LTI, 7947 R
bOAS U ROINEZZE T HETORMOIKIETT,
3 BIRER R BRERIZ R L7 RRBE T,
4 ANTEARBRER (BEERRHL |~y =7 AIROBRERIIZR LI DD v LD =T

FEMIDY)

DRELTE T 7 ANVSOL D AN A ST TE e o7 R AE
/C‘—ﬁ—o
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\

=S XE G|

$$_Extermination_ $§  |$$_ExterminationString_$$

5 Hefoerr b (BRBRICHGERT | TBRBRGREDFEM ) HIbR= ~ > RE BT 3572012 4 7%

6 DHIER) IIAT R DO E RS TODIRRETT,

7 BRBRARHGEMOHIBR S |2 747 N TBERER KPR OFEM I HIBR =~ RE (R L
1ot VAT L NPBDOAY RO EEZIETHET
DHEORIETT,

8 BB ICHGEM D B BRI | TERBR R DFEM ) DEIBRIC R LT REE T,

9 BEIZBRBRESN TS PowerShell £ ¥ 72 A7) 7 MENEBERA SN O
el CZORREE ARV ET, TBRER 2L Th, 7747k
IZBRBR=~ U RERAT T 5221 3HVEE A,

10 BIXER 7 BRERINTE T L CWDIRRE T,

11 BRER AL Wegatt s 8% ZDP = AN TR LT AIC 2ok
REL7e0ET, [BRBRIZ LT, 7747 NIBRR=~
REEATTHZEIEHDEF A,

16 EHo ) — UERBRAE  |Windows Defender TR L7 DIREEL 2D E

48 T, EELIY — )VINB AR G0 THIRER | A Bl AT 4
HTEITTEEE A,
B R R

[E 415 |58 $_DetectionReviewStatus_§$13=—F ($7°) 12, $$_DetectionReviewStatusString_$$13

ST DL EIEESHRDVET,

oK XE Bl

$$_DetectionReviewStatus_$$ [$$_DetectionReviewStatusString_$$

0 AHE R HEE T COER A

1 HE A R E S AT DAOR

BOEEFITITo7 %, EBRI
TORDOREERLET,

WG bELE
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\

a—R

$$_DetectionReviewStatus_$$

X5

$$_DetectionReviewStatusString_$$

B!

2

GBS AR Gk

W P E O A Ty = 7 TIREW S E
SIS AN RSV E LT,

HEsE

AR HHEE DR R, ~ VT =T DE R HDHEH]
ESNEL, ZERMEROL a3 R —MEN
~BRINEDETZEN, (220, WAIZEDEL
TEEE IR ZTHR T 528, [AIEL» LY
BNTENETOT, HHNLHIT THRIIZENY, )

AL

R E S AT ARG RERDY AT 2T
DIEWRDBFLELIRVIRIL T,
HEZEDDITIIRIR DT~ 7 o — RSB EL7RY)
FTMN, B — Lo DR R ER e -TF
FRITF 2 U7 AR AR M2 3 T2 | L7 o
TWDGAITIEZDORED EFLRVET,

BART 7 m—R§5

MR HHEE S AT ARG RERD AT =T
DIFRPAFAEL 2D T35 6 HEZHED HITIE
BRARDOT 70— R EE L2 £ FFRI yarai
ZEAT SR > — O E IS TR ) - T
RINEEDEH ) A2 TOFF [ IZL TV 5856788 FERI
yarai DORIEROIEDT 2 72 GEITIZZ Ok
REL7R0ET,

fig T A

RN EHE) Y 70— RENFFRIEX 2V 41ck
LisF e E RS R e E T A E TOMDIREET
TO

PSE4S

W E S AT AA~DBEIWE bt Gsh LD
R I LA~ L= T IR CTHHZ LA E L E
9, EDR /i affis®, HIPS = GER A,
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a—F & G

$$_DetectionReviewStatus_$$ |$$_DetectionReviewStatusString_$$

ZDP v ZDP vy (BEHMEaRtE) 12k b
BRI ETRVET,

8 T PARASy FFRI yarai (ZEAR ST RY S — DR EICTIHRA
AR |- TR RINAE R B2 1 2 T 7 D B I L TND
BNy aliNZE B THLY A28 | FPRI yarai
PSR ] E S A B AR AR DM T 2 T gu
INGUIN

(=} T e S

ITAT N R BLAT LT R R T LS ICESHBRDYET,

XE i B

$$_IsolationResponse_$$

[e) BAmIZ B L E LT,

WY — ) FREED A 272 R — MR SN TR LT, R TEEEATL,
T T — )i BE) ERELIS OB ThEREI S IR L £ LT,
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\

LU FDEI22 80 F 77 ANVEARRL, BT 07T LU TRIE LR DO B2 R LE T,

set ECHOFILE="C:¥FFRIAlertTest¥echofile. log”

echo ————— >> %ECHOFILE%
echo Alert Test! >> %ECHOFILE%
echo %1 >> %ECHOF ILES%
echo %2 >> %ECHOF ILE%
echo %3 >> %ECHOF ILE%
echo %4 >> %ECHOF ILES%
echo %5 >> %ECHOF ILES%
echo %6 >> %ECHOF ILE%
echo %7 >> %ECHOF ILE%
echo %8 >> %ECHOF ILE%
echo %9 >> %ECHOF ILE%
echo ———————— >> %ECHOFILE%

ZZ T, T ¢ ¥YFFRIAlert Test 7A/LE BE(EL. B L CILL PO IogELI-H DL L

EX

$$_ActionCode_$$ $$_DetectionDate_$$ $$_DetectionEngine_$$ $$_DetectionProcess_$$ $
$_DetectionReason_$$ $$_DomainName_$$ $$_HostName_$$ $$_IPAddress_$$ $$_ProductVers

ion_$$

FDFERD echofile.log DHEIBNILL T DI ES,

Alert Test!

0

“2009/12/16 05:53:37

2

“C:¥Program Files¥Cain¥Cain. exe”
1:3:1:0:0:0:0:0

FFRI Security

WS—KANAI

10.0.1.130

1.1.485.0
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DDA ML, Static BT YOI LA H T9, Cain.exe [T B a—REI g9
MY RED/Ry T —T, SHIZKRNMD B abHYET, FERI yarai D7 27> a2 LT,
A7 a0 LEL,

Alert Test!

4

“2009/12/16 05:56:00"

5

“C:¥ Program Files¥bin¥bof. exe”
0

FFRI Security

WS—KANAI

10.0.1.130

1.1.485.0

TOHDARUNE, ZDP =GN LD MfagatE R T, FERI yarai O 7 7 ar LTI,
MR TaREE A LELT,

Alert Test!

2

“2009/12/16 06:43:31"

4

“C:¥ Program Files¥HIPS¥hipstest. exe”
19

FFRI Security

WS—KANAI

10.0.1.130

1.1.485.0

“BHDOARUMIHIPS =PI LA T, 17 mt' A3 ZwLoadDriver ZFF-ONHZFH &
L7=7-% (1912 HIPS 23 L EL7-, FFRI yarai D7 73 a2 LTI, ZOEBAERQ)LEL
776
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FNITAT U AN MEE TR T REZREHA G 25 DTZD D ATV T MR E R 2 L TR E

7,

set ECHOFILE="C:¥FFRIAlertTest¥echofile. log”

e 91> %ECHOF ILE%

GIL—T4&: %2> %ECHOF ILE%

RAAL % %3 %ECHOF ILE%

KRR K& WD %ECHOF ILE%

IP7ZKLX: 95> %ECHOF ILEY%
oSy b= a3 46> %ECHOF ILE%
0S(ARL—TFT 4 2T RTL): %1>> %ECHOFILE%
BET7YTT— k%8> %ECHOF ILE%
SARKRE: 99> %ECHOF ILEY%

ZOROGIEELTELL TSI ELET,

$$_OrganizationName_$$ $$_GroupName_$$ $$_DomainName_$$ $$_HostName_$$ $$_IPAddress
_$$ $8_ProductVersion_$$ $$_0S_$$ $$_LastUpdate_$$ $$_LicenseStatus_$$

TFFRI yarailld. %X &t FFRIEF1UT( DB FEIETT,
FDMIARTDHA . B G- T—EAB I, B OBIZEELEZEREIETT,
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